
The HIPAA Omnibus Final Rule and its Effect on Business Associate Agreements 

On March 26, 2013, the HIPAA Omnibus Final Rule (Final Rule) became effective. It finalizes 

modifications to the Privacy, Security, and Enforcement rules; expands the definition of Business 

Associate (BA); requires updates to the Business Associate Agreement (BAA); and changes the breach 

notification provisions.  The compliance date set for BAAs to comply with the requirements of the Final 

Rule was September 23, 2013. However, existing BAAs that were entered into on or before January 25, 

2013 and meet the requirements that were applicable prior to the Final Rule are considered 

“grandfathered in” so long as no modifications were made after March 26, 2013. The date in which 

these “grandfathered” BAAs have to be in compliance is quickly approaching. On September 24, 2014, 

all BAAs must be in compliance with the Final Rule. Therefore, Covered Entities (CEs) and BAs will need 

to review all of their existing contracts and make sure that they are in compliance before September 24th 

of this year.   

The Final Rule expands the definition of who is considered a BA. Under the Final Rule, a BA is a person 

who creates, receives, maintains, or transmits protected health information (PHI) on behalf of a CE, or 

who provides services to or for the CE involving the disclosure of PHI. The Final Rule also extends direct 

liability onto BAs for failure to comply with HIPAA, meaning that BAs will need to adopt privacy and 

security programs in order to be in compliance with HIPAA Privacy and Security regulations. Specifically, 

BAs will need to implement policies and procedures in the same manner as a CE and implement 

administrative, physical, and technical safeguards in compliance with HIPAA. BAs must also conduct a 

required risk assessment as well as identify and enter into BAAs with CEs as well as subcontractors.  

Under the previous HIPAA regulations, BAs were only required to safeguard PHI and not use or disclose 

it other than as provide by the BAA with a CE. Under the Final Rule, BAAs between the CE and BA are still 

required. However, the BA must now comply with HIPAA Privacy and Security Rules. Additionally, BAs 

must enter into a separate BAA with subcontractors, imposing the same obligations that apply to the 

BA. Furthermore, the Final Rule expands who is responsible and liable for PHI to include that BAs are 

now responsible for the privacy and security of PHI and must take the steps necessary to be in 

compliance with HIPPA policies and procedures.  

It is essential for anyone dealing with PHI to evaluate their business and identify if they are a CE, a BA, or 

a subcontractor. Anyone who handles PHI will need to create a list of all the entities and vendors they 

contract with and assess whether PHI is involved. If it is, they will need to ensure that a BAA is in place 

and make sure that it is in compliance with the HIPPA regulations under the Final Rule. The Final Rule 

provides a list of what to include in a BAA (45 CFR § 164.504(e)(2)(i)-(iii)). In addition to these 

regulations, the CE (or BA in relation to a subcontractor) may want to ensure the BA (or subcontractor) 

is acting as an independent contractor and has insurance to cover HIPAA violations. The BA may want to 

include a clause prohibiting the CE from asking the BA to take any action that would violate HIPPA rules 

and have a clause that would allow the BA to terminate the BAA if the CE agrees to restrictions that 

materially affect the BA’s ability to perform or increase costs of performance. Additionally, it would be 

prudent for CEs and BAs to include a clause allowing the parties to amend the BAA in the event that 



there are any additional changes to the HIPAA regulations.  The OCR maintains a sample BAA on its 

website at: http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html 

It is also essential for BAs to adopt a Breach Notification Policy on how to handle a breach of PHI. Under 

the Final Rule, BAs are required to report any breach of unsecured PHI as specified in the Breach 

Notification Rule to CEs. If a BA does not have a policy in place and a breach does occur, it is considered 

a willful neglect and subject to a fine of $10,000-$50,000. BAs should review and update policies and 

procedures; train staff; and prepare an incident response team in case a breach does occur.  

Two helpful website for developing a training program are:  

 http://www.hhs.gov/ocr/privacy/hipaa/understanding/training/ 

 http://hipaa.ucsf.edu/education/staff/ 

For more general information about the Final Rule, please contact the WTxHITREC.  
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