
Subject: Enjoy the Holiday Bustle - But Be Aware 
 
The end-of-year holiday season - with all its hustle and bustle - is fast approaching, or is already here. With all the activities 
and distractions, we sometimes forget the basics for maintaining our safety on the streets and at home. 
 
Holiday distractions can often afford a criminal the opportunity to strike when you or a loved one is not fully aware of your 
surroundings. By staying alert and following a few crime prevention tips, you can ensure a holiday season that is both happy 
and safe. A primary factor in crime prevention is being aware of your surroundings and potential areas of danger - thereby 
closing the criminal's window of opportunity. 
 
Busy shoppers can be targeted for purse snatching and other forms of street robbery. The malls are full of folks with money to 
spend. As we speed along, focused on getting through our treasure hunt, a criminal can size up a potential victim. 
 
Here are some tips to keep your shopping experience safe: 
 

• Shop during daylight hours whenever possible. If you must shop at night, go with a friend or family member. 
• Keep a record of all of your credit card numbers in a safe place at home. 
• Outside of the mall, stick to well-lit, well-traveled streets, walkways and parking areas - for both walking and parking. 
• Stay off your cell phone or other mobile device as you walk through parking lots and streets. It is a distraction that 

makes you vulnerable to robbers, and the device itself is a tempting target. 
• Don't flash large amounts of cash or offer tempting targets for theft such as expensive jewelry or clothing. 
• Don't fumble for house or car keys. Have them in your hand, ready to use when you reach the door. 
• Carry a purse or shoulder bag close to your body, not dangling by straps. Put a wallet in an inside pocket of your coat 

or front pants pocket. 
• Avoid overloading yourself with packages. It is important to have clear visibility and freedom of motion to avoid 

mishaps. 
• Beware of strangers approaching you for any reason. At this time of the year, "con-artists" may try various methods of 

distracting you with the intention of taking your money or belongings. 
• Notify the credit card issuer immediately if your credit card is lost, stolen or misused. 

 
Automated Teller Machine (ATM) Safety Tips 
 

• Try to use machines you are familiar with, and try to use terminals located in banks and credit unions rather than 
independent terminals. 

• Be aware of your surroundings. Look around before conducting a transaction. If you see anyone or anything 
suspicious, cancel your transaction and go to another ATM. 

• If you must use an ATM after hours, make sure it’s well-lit. 
• Never walk away from an ATM with cash still in hand. If you are going to count your money, do so at the ATM. 
• When making an ATM transaction from your car, be aware of your surroundings. Keep your eyes and ears open, and 

keep car doors locked. 
 
Online Shopping Tips 
 

• Secure personal computers by updating security software. Every computer should have anti-virus software, anti-
spyware, and anti-spam software, as well as a good firewall installed. Firewalls and anti-virus software are the first 
line of defense. They help keep computers safe and secure. 

• Keep personal information private and passwords secure. Do not respond to requests to "verify" your password or 
credit card information unless you initiated the contact. Legitimate businesses will not contact you in this manner. 

• Beware of "bargains" from companies with which you are unfamiliar - if it sounds too good to be true, it probably is! 
• Use secure websites for purchases. Look for the icon of a locked padlock at the bottom of the screen or "https" in the 

URL address. They indicate you are dealing with a secure website. 
• Shop with companies you know and trust. Check for background information if you plan to buy from a new or 

unfamiliar company. 
• Avoid crooks phishing for charity. Do not respond to online solicitations for charities unless you initiated the contact. If 

you are interested in giving, investigate the charity and give through their approved donation process online or 
through the mail. 

• Consider alternate options to pay for your merchandise, such as one-time or multi-use disposable credit cards or 
money orders, at online stores and auction sites. Also, familiarize yourself with the rules and policies of online sites. 

 
Here are some additional tips to keep in mind regarding the car or house you've left behind while on your travels: 
 

• NEVER leave your car engine running while unattended. 
• NEVER leave a child in an unattended car. 
• ALWAYS lock your car and residence, even if you are away for only a few minutes. 
• Do NOT leave valuables - gifts, cell phones, purse or clothing - in open view in your car. Take valuables away with 

you, lock them in your trunk, or cover them in an unobtrusive way. 
• Leave lights turned on both inside and outside your residence after dark. Criminals don't like bright places. 
• If you will be away from home for several days, make arrangements for someone to pick up your mail and 

newspapers. An overstuffed mailbox is a sure sign that no one is home, and burglars are tempted to check those 
envelopes for holiday gifts that might be enclosed. 

 
The National Institutes of Health, Office of Research Services, Division of Police hopes that by being aware and keeping these 
few tips in mind, crime won't take a toll on your holidays. 
 
If you have further questions about this message or shopping safety in general, please contact Major Billy Alford in the NIH 
Police at 301-594-6219 or alfordb@mail.nih.gov. 
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