
Identity Theft:  Assume You Are a Target, Says CA Attorney General. 

 

When businesses and business owners are victims of identity theft, the health of the business 

can be seriously affected and has led to bankruptcy for many, especially if the credit of the 

business was tied to the owner.  What could be worse?  Being “Targeted.”   

If your customers, vendors or employees are victims of identity theft because of a data breach 

at your business, you could be held liable.  

We’ve all heard about the big breaches like Target and Neiman Marcus, but according to a 

recent report by the California Attorney General, 50% of all data breaches happen at small or 

medium sized businesses.  

While the report focuses on protecting data from “cyber thieves” it also recommends 

tightening security around personal information in general, “including training employees and 

contractors.”  It’s humans who push the buttons on the systems, and if those humans aren’t 

trained properly all the cyber security in the world won’t help.  Even the good intentions of an 

employee, such as someone taking files home to work on over the weekend, can lead 

inadvertently to identity theft if those files fall into the wrong hands.   

There's an alphabet soup of Federal regulations and laws requiring businesses to protect Non 

Public Information (NPI) --  HIPAA, FACTA, FCRA, and Gramm-Leach Bliley are just a few.  The 

state laws are too numerous to mention.   

Penalties for not complying range from class action lawsuits, to fines, and even to jail time for 

top officers.  Just one provision of one of those laws, the Disposal Rule of FACTA, imposes 

penalties for non-compliance that include a $1000.00 state fine and a $2,500.00 federal fine per 

infraction -- meaning per individual victim.  That means a single small data breach of 100 

individuals’ data could cost $350,000.00.  This of course is on top of the damage to your 

customer relations and brand image that such a PR nightmare would bring.  

What’s a small business owner to do?  Luckily, most agencies just want to see that "reasonable 

care" has been taken to protect consumers' information.    Be sure to consult with your 

business attorney to make sure you’re in compliance, but taking reasonable care can be done in 

a few simple steps: 

1) appoint a security officer, 

2) adopt a written security policy, 

3) train ALL employees on that policy, and 

4) document all of the above. 



In addition, most insurance agencies offer cyber security insurance nowadays, so consult with 

your P&C agent as well as your attorney.  A great place to start is the guide the California AG 

has released for California’s small business owners.   That can be found at 

http://oag.ca.gov/news/press-releases/attorney-general-kamala-d-harris-releases-report-data-

breaches-25-million 
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