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Executive Summary 
 
In 2012, Tomi Ahoen introduced The Cliff Theory to describe how mobile handset 
makers suddenly collapse or go over the cliff. Ahoen attributes this to short replacement 
cycles for mobile devices, concentration of telecom operator/carriers’ power and weak 
relationships between manufacturers and consumers. This theory is increasingly apt for 
IT departments facing technology changes today. 
 
In the past, IT departments could rely on an orderly transition as they moved from one 
technology to the next. With the mobile market, shorter cycles and relentless change 
have created a volatile environment in which handset makers and other providers of 
mobile technology can quickly go out of business or fall off the cliff, leaving enterprises in 
the lurch. Enterprises must develop plans to address these disruptions. 
 
The Cliff Theory is being put to the test with BlackBerry. On September 27, 2013, 

Gartner analyst Bill Menezes recommended in a Computerworld interview that 

“[enterprise] clients take no more than six months to consider and implement alternatives 
to BlackBerry." The warning, included in a preview of a report by Gartner analyst Ken 
Dulaney titled "BlackBerry Announcements Require Enterprises to Take Action,” called 
for organizations to “devise a mobile device backup plan within the next three to six 
months to avoid disaster.” 
 
Other analysts have raised similar concerns. Blue Hill Research’s report, Changing 
Tides, The Challenges of Transitioning to a Post BlackBerry World identifies risks from 
BlackBerry’s financial uncertainty. The report highlights characteristics for data privacy 
and security. It states that organizations in government, healthcare and legal sectors 
have become particularly reliant on BlackBerry’s Enterprise Server (BES) security to 
protect confidential information. These organizations will have to find a reliable substitute 
for security to avoid harsh regulatory penalties for data breaches. 
 

BlackBerry Concerns Dial up Bigger Issues 
With time that has passed from Gartner’s original warnings, TEMIA wants to call 
attention to other important issues raised by the specter of having a mobile provider 
suddenly fail. BlackBerry may be far from dead with $2.5 billion in cash, patents worth $2 
billion and a secured network that subscribers use for e-mail, valued at $1 billion, but all 
enterprises need to be prepared to address how they would quickly transition from one 
mobile technology provider to another. 
 

 Consumerization of IT means that consumers drive the technology market. In turn, 
these consumer choices also drive technology decisions for enterprises.  

 

 The pace of change is increasing, and today’s landscape requires contingency plans 
in case a technology provider suddenly fails. These plans should NOT solely focus 
on a single handset maker like BlackBerry because any of today’s and tomorrow’s 
leaders can quickly fall in the future. 

 

 Transitions from BlackBerry or any other technology place greater demand on 
enterprises to manage mobile assets/inventory, data usage, expenses, mobile policy 
and technology refresh.  

  

http://communities-dominate.blogs.com/brands/2012/03/the-cliff-theory-of-handset-collapse-why-in-mobile-phones-do-companies-die-so-fast-siemens-motorola-.html
http://communities-dominate.blogs.com/brands/2012/03/the-cliff-theory-of-handset-collapse-why-in-mobile-phones-do-companies-die-so-fast-siemens-motorola-.html
http://www.computerworld.com/s/article/9242767/Update_Gartner_tells_IT_shops_that_it_s_game_over_for_BlackBerry
http://bluehillresearch.com/the-challenges-of-transitioning-to-a-post-blackberry-world/
http://bluehillresearch.com/the-challenges-of-transitioning-to-a-post-blackberry-world/
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 The new business and technological environment means that Telecom Expense 
Management (TEM), Wireless Expense Management (WEM), Mobile Device 
Management (MDM), Managed Mobility Services (MMS) Mobile Application 
Management (MAM) service management and help desk support are more important 
than ever. 

 
The changing landscape of mobile device manufacturers brings more options and some 
uncertainties. The Cliff Theory demonstrates how the entire technology landscape has 
changed. Mangers need to understand that uncertainty regarding BlackBerry’s future is 
part of a broader trend. If enterprises blindly rely on incumbent technology providers, 
they are subject to new risks. In this new environment, managers must build a model 
that combines people, process and technology to deal with constant change. There is no 
need to panic. While it can be time-consuming to navigate these uncertainties and 
options, the good news is that there is help. Objective, ethical, third-party Telecom 
Management organizations specialize in getting businesses back to work doing what 
they do best. 
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The Cliff Theory 
 
Back to Tomi Ahoen’s Cliff Theory, shorter replacement cycles for mobile devices give 
firms less time to correct problems before they fall off the cliff. The average replacement 
cycle has dropped from 21 months in 2000 to 18 months in 2006 and 16 months in 2013. 
Modern smartphones have even shorter replacement cycles of 11.5 months. These 
faster replacement cycles are likely to accelerate the rate of collapse. 
 
Another factor is mobile telecom operators/carriers’ concentration of power. The 10 
largest operators/carriers control subscriptions of 2.7 billion people and 46% of handset 
sales. If a carrier/operator decides to punish a brand, it will rapidly die. While handset 
makers can spend heavily on advertising, operators/carriers control the point of sale. 
With the exception of a few technology retailers that sell smartphones (i.e. Best Buy, 
RadioShack, and Walmart) manufacturers have little control over operators/carriers’ 
decisions to stock particular models, inventory levels and how products are presented at 
the point of sale. Only the iPhone has some protection through its Apple stores. 
 
Redesign of a totally new device takes approximately 18 months. If a handset maker 
releases a product that does poorly, nearly three of every four customers will buy a new 
smartphone from a competitor before the manufacturer can introduce a new model to 
address its previous models’ shortcomings. Slower replacement cycles would give 
manufacturers with poorly performing products more time to correct its problems and 
save customers who were not in such a hurry to replace their smartphone. 
 
In the meantime, enterprise managers need to adapt to an environment in which shorter 
cycles and relentless change create conditions in which handset makers and other 
providers of mobile technology can quickly go out of business or off the cliff. Even if the 
providers do not go off a cliff, enterprises must be prepared for a mass exodus from one 
product to the next big thing if employees begin to demand the next hot new product. 
 

Six Steps to Mange Technology Transition 
Organizations that are considering a transition from BlackBerry to another device or a 
heterogeneous environment of several devices face several challenges. First, there are 
logistical challenges of getting employees who are dispersed at different locations new 
devices. Second, there will be demands by employees for increased help desk support 
during the transition. Third, the new devices need to provide security for e-mail and data 
that will reside on the device. This security must meet internal requirements and external 
regulatory requirements. 
 
Below is a six step plan from TEMIA to manage a transition that emulates Six Sigma 
methodology. 
 
1. Identify 
2. Define 
3. Test 
4. Implement 
5. Benchmark 
6. Control 
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1. Identify 
Start by determining who will be the overall manager for the project. Next identify 
stakeholders. Employees’ personal preferences need to be incorporated in the plan. 
Most organizations must balance corporate security needs which require limitations on 
the range of devices offered to employees’ with demands from employees for freedom to 
use any technology at work. Another factor is extra costs for enterprises to provide 
expertise, support and replacement inventory for many different devices that use a 
variety of apps and operating systems. Finally consider, executives to help sponsor the 
project and consider them as a constituency who must be sold on the plan. 
 

2. Define 
Defining the transition plan should start by setting a deadline to complete the transition. 
As stated earlier, BlackBerry has valuable assets so there is no need to panic or think 
that it will suddenly fail. With other firms, doubts about its financial stability may add 
pressure on the enterprises to establish a definite cut-off date to complete a transition. 
 
Assess data risk 
Next, assess the intellectual property, customer data and other sensitive information that 
employees are likely to have on their devices. Access control is a major issue, 
particularly for the apps and data on a given device. Classification should be broad and 
based around sensitivity or type of data by job function. Broad classes of employee 
types should be defined based on their job role and responsibility. Establishing broad 
classes of employees will help to balance efficiency from standardization and 
employees’ unique needs. If organizations are making a switch to BYOD or considering 
adding it as an option for some employees, managers must identify how new devices 
could expose new vulnerabilities and appropriate responses for these vulnerabilities. 
 
Determine employee needs 
Determine if employees simply need e-mail and information stored on the Internet, or if 
they need broader access to data and applications behind the company’s firewall. Also 
consider if users just need to access information or if they need to use a device to create 
new written material or other information while in the field, and what type of work they 
need to create. Finally, evaluate employee requirements for security, apps, keyboard, 
screen size, battery life and international use. 
 
Create Policy and Plan Responses to Threats 
Organizations need to develop a policy and response to threats from malicious apps. 
There could be a suite of apps and security that the company wants all employees to 
have on their devices. There is also the question of employees’ ability to put their own 
apps on their devices. It may not be possible to ban employees from downloading apps 
on their own devices. So employers may need to partition data and apps used for work 
from personal use. 
 
Evaluate regulatory requirements and data privacy standards 
Internal policy considerations are based on data risk and employee needs, but there is 
another important consideration based on external regulations. Employers are ultimately 
responsible for intellectual property and personal information. This is most pronounced 
in regulated industries including financial services, healthcare, legal and government 
workers with HIPAA and legal confidentiality requirements. 
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The United States, Australia, Britain, France, Germany, Ireland and Spain have 
penalties for breaches of personal information. France’s cap on fines is €150,000 for a 
first offense, plus five years in prison. German data fines can reach €250,000 and Spain 
can impose fines up to €600,000. In the United Kingdom, there are no limits to fines. 
Japan imposes fines of 300,000 yen and up to six months in prison. Google and 
Facebook face fines up to $1.1 million and other sanctions for privacy lapses under 
Australian privacy laws. 
 
In the U.S., Medical records have special safety protections with penalties for employers. 
For example, after an employee left patient records on a subway car, Massachusetts 
General Hospital settled a patient-privacy complaint for $1 million. Recent data breaches 
have led the Department of Health and Human Services to investigate medical 
providers’ efforts to comply with HIPPA and HITECH regulations. Financial service firms 
must take extra steps to protect client data and CEOs and CFOs of public companies 
must attest to the adequacy of their Sarbanes Oxley internal controls.  
 
Finally, violation of data privacy law imposes costs beyond financial penalties. Firms 
face damage to their reputation and loss of business for data breaches. Regulations and 
other cultural concerns regarding data privacy must be carefully documented and 
evaluated to ensure a transition to new technology doesn’t run afoul of business needs. 
 
Identify inventory/assets that need to be replaced  
Many organizations will have to create an inventory to identify employees with old 
technology (BlackBerry devices) which will be replaced. The plan should include 
decommissioning old devices with wiping of data and applications. There may be 
opportunities to resell old devices or a need to dispose of devices in an environmentally 
sustainable way. Managers need to ensure they have processes are in place to capture 
details of the new devices that users will be bringing to the corporate network as well as 
the applications that will be running on the devices. With personal devices, users initially 
may not wish to divulge personal data and apps they are running on their devices.  
 
Benchmark the current program  
A technology transition is also a good time to develop benchmarks for the costs of 
devices, replacements and expenses for carrier/operator monthly service plans. The 
transition plan should include a budget for expenses associated with the transition, new 
device roll-out and ongoing employee support. Ensure you have adequate processes in 
place to measure telecom cost against budget and monitor the variance. 
 
Develop training for devices, security and mobile policy 
Organizations need to develop training for new devices and best practices for security. 
Where possible, organizations should use technology to enable employees to serve 
themselves. Technology with the right controls can help automate some functions with 
self-service functions for employee password resets and other security features. If the 
mobile policy has not been reviewed or updated, it should be. These updates are 
important but they should not be allowed to delay a transition. 
 

3. Test 
The third step is to test a pilot program with a small group of field personnel that receives 
replacement technology (devices). Organizations should review the pilot and improve or 
optimize the process before a large scale roll out.   

http://www.huffingtonpost.ca/2012/12/10/data-privacy-breach-laws-canada_n_2273232.html
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4. Implement and Track Deployment 
After measuring and analyzing what worked and areas for improvements, it is time for 
wide scale implementation. TEMIA members report that 50% of users who receive a 
new device will call into a helpdesk for assistance in activating and provisioning it. 
Tracking deployment status is critical for employees that are resistant to the change. 
 

5. Benchmark after the Transition 
The hard work of completing the transition to new technology is finished, but there is still 
work before the project is complete. Enterprises must benchmark new monthly costs and 
track expense against budget. BlackBerry users typically consume far less data 
compared to other devices, so data use may change post-transition. Organizations need 
to monitor data use after new devices are rolled out to determine if employees should be 
moved into new service plans to avoid overage charges. 
 

6. Control Future Processes 
Organizations should use the transition from BlackBerry to develop a standard script that 
can be used to deal with potential future technology disruptions. This script should 
include continual evaluation of new technology to determine if it is a better fit for 
employees’ needs. In addition to avoiding being blindsided by future disruptions, 
managers should monitor financial health and market position of current suppliers. 
 

Takeaway: Manage Change with People, Process and Technology 
A transition may require rapid response or specialized knowledge. Below are some 
considerations which merit evaluations of the need to add resources to manage a 
transition with people, structured process and technology. 
 

People 
Today’s information security function requires a broad range of capabilities with diverse 
experiences. It may be necessary to determine if employees have relevant experience to 
efficiently manage the transition. Technical IT skills are not enough. Do they understand 
the scope of the project? Also, consider if the team has spare time to take on new 
deliverables with a device transition and ongoing support. 
 

Processes 
Transition processes need to be fully documented and communicated. Mobile security 
needs to be updated as new threats arise. Organizations also need a framework to 
continuously monitor performance, costs and results. 
 

Technology: TEM, WEM, MDM, MMS, Help Desk Are More Important 
Organizations need a range of different technology to manage security, devices, and 
expenses. Mobility Management, Mobile Security, and Mobile Applications Management 
applications will be necessary. In addition, organizations need a centralized repository to 
track mobile assets and expenses for service plans.  
 
Many of the functions that a BES server provided need to be replaced with other 
technology. Transitions from BlackBerry or other technology will place greater demand 
on enterprises to manage mobile assets/inventory, data usage, expenses and mobile 
policy. Savings on less costly devices are likely to be erased with increases in 
carrier/operator data usage and security. 
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Replacing technology should not be viewed as a one-time event. In addition, BYOD may 
shift some costs to employees, but there are many aspects which still need to be 
managed. Enrollment of BYOD devices and ongoing monitoring of security threats 
create continuing work. Many firms are finding BYOD programs bring increased costs as 
charges shift from the telecom budget to expense reports which mask or hide mobile 
charges. In this new environment, TEM, WEM, MDM, MMS, MAM, service management, 
and help desk support are more important than ever. 
 
To gain the most value from a technology solution, strategic initiatives must address 
proper governance. Information security functions must supplement their technology 
deployment efforts with highly structured processes, security training and awareness of 
threats. Enterprises need technology that TEM, WEM, MDM, MMS, MAM programs to 
scale for all employees so they can provide information queries easily and quickly. 
 
Information security requires an environment that includes a well-maintained enterprise 
asset management system (which includes criticality of supported business processes) 
to manage events associated with business priorities and assess the true risk or impact 
to the organization.  
 
Analysis from TEMIA member help desk call centers for enterprise clients reveals that 
approximately 50% of employees who receive new devices will call the help desk for 
assistance activating their new device. On average, an activation call from each 
employee will take 45 to 60 minutes when supported internally versus less than half that 
time when leveraging external resources. Beyond call length, Enterprises should also 
expect five times the number of calls for employees that use Apple’s IOS platform 
compared to BlackBerry with double the total talk time. 
 
With IT departments already over worked and over capacity, Enterprise clients are 
looking for alternative options and are relying on third party BlackBerry migration 
programs to solve their immediate needs, while fast-tracking the migration from start to 
finish in as little as ten days. Enterprises find tremendous value to leverage the best 
practices and dedicated resources of a third party. 
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Conclusion 
Organizations should recognize that analyst cautions for BlackBerry’s future are part of a 
bigger trend. It is difficult to accurately predict if or when a particular technology firm will 
fail. Massive technology transitions should not be viewed as a one-time event. The goal 
should be to have a plan with a standard script and resources to deal with the rapid pace 
of change particularly for mobile devices and related services. This plan should include 
continual evaluation of new technology, monitoring of suppliers’ financial health and 
market position. 
 
A technology transition will place great demands on enterprises. This is exacerbated if 
the transition must be made in a short period. With mobile, organizations have the added 
burden of dealing with inventory that is dispersed among individuals. This means that 
TEM, WEM, MDM, MMS and help desk support are more important than ever to manage 
technology transitions and provide ongoing support for mobile assets/inventory, data 
usage, telecom expenses and mobile policy. The demands are greater because 
organizations must support a wider range of corporate devices, operating systems, 
applications and employee owned devices brought to work with BYOD policies. 
 
New technology promises a great future, but organizations need to be prepared for what 
happens when it is necessary to quickly transition from yesterday’s market leaders to 
tomorrow’s preferred technology. A well structured program that is augmented with 
resources and technology will help organizations prepare for change beyond BlackBerry. 
 

About TEMIA 
 
TEMIA is an authoritative voice for Telecommunications Management, Telecom 
Expense Management (TEM), Wireless Expense Management (WEM), Mobile Device 
Management (MDM), Managed Mobility Services (MMS), Mobile Application 
Management (MAM), Mobile Security, service management; help desk support and 
solutions providers in related areas. 
 
In 2006, many of the largest Telecom Expense Management (TEM) solution providers 
established The Telecom Expense Management Industry Association (TEMIA). TEMIA 
has redefined itself with a broader mandate to focus on Telecommunications 
Management. This includes all the activities enterprises manage as part of overseeing 
their mobile and fixed telecommunications network. It includes visibility, security and 
cost control for communications services with TEM, WEM, MDM, MMS, MAM, service 
management, help desk support, device security and other activities. 
 
TEMIA's ongoing mission is to raise awareness, to improve the quality and value of 
solutions and to cultivate shared industry knowledge for these areas. TEMIA seeks to 
do this through the development and promotion of open industry standards, and 
industry knowledge among solutions providers, business partners, telecom service 
providers, and enterprise clients. Further, TEMIA members subscribe to a Code of 
Ethics, which differentiates their commitment to clients.  
 
For more information about TEMIA, please visit, http://www.temia.org, contact 
info@temia.org.    
 
 

http://www.temia.org/
mailto:info@temia.org
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company’s Connection Lifecycle Management technology, Matrix, is an on-demand suite of 
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