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Editor’s Note

Welcome to a special mini-issue of Thrive! that features articles about rising business 
continuity trends in the Middle East. The last time we focused on issues specific to this 
region was back in 2011 in our very first issue of Thrive!. In that issue, we featured a series of 
firsthand accounts from certified professionals called “Egypt: What was up when the internet 
went down”, that detailed how their organizations handled the national internet outage. 
Regional leaders have been hard at work building resiliency since then, as evidenced by efforts 
such as NCEMA’s new standard in business continuity in the United Arab Emirates.

Last year, we held two business continuity forums: one in Abu Dhabi, United Arab Emirates 
and one in Doha, Qatar. At these events, our growing community of certified professionals 
in the Middle East asked for another DRI publication discussing local issues, and this is our 
answer. While these articles primarily discuss matters of resiliency that are specific to the 
Middle East, I think you will find that they have universal significance. In our global economy, 
it is useful to understand not only local trends, but also worldwide trends. We all can learn 
from the experience of our fellow certified professionals.

Most importantly, we would like to hear more from you. Do you have an idea for a feature 
article? How about a question that you would like answered by one of our certified profes-
sionals? Would you like your organization to be profiled by in a DRI publication? Please feel 
free to reach out to me.  

We welcome your involvement as we strive to better serve our global community of practitio-
ners. After all, we want our certified professionals to “thrive” professionally.  It is our mission 
to help you do just that.

Best,

Chloe Demrovsky 
Managing Director of Global Operations &  
International Thrive! Editor 
+001.646.378.7923 
cdemrovsky@drii.org
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In a recent interview Mohammed Ahmad Al Jenaibi, 
CBCP, shared his thoughts and experiences with 
DRI International. We are pleased to bring you this 
interview and are very grateful to Mohammed or taking 

the time to talk with us. 

Mohammed is an ex-military search and rescue pilot, as 
former Chief of SAR Coordination Centre. He joined NCEMA 
(National Crisis and Emergency Management Authority) in 
2008 as a Director of Safety and Prevention. He specializes 
in quality management, A black belt Six Sigma, he special-
izes in quality management and is also an EFQM Auditor, 
as well as a DRI International Certified Business Continuity 
Professional(CBCP). He is the lead of the committee 
which developed and published UAE’s BCM Standard and 
Guideline (AE/HSC 7000:2012) in 2012. This was the very 
first BCM Standard in the gulf region. He also was the very 
first BC professional to be awarded a DRI International 
Award Of excellence as Best Program Leader of the Year for  
the Public Sector.

DRI: Will you provide a bit of background on NCEMA?

Mohammed Ahmad al Jenaibi: NCEMA was established 
in 2007 and by 2011 a resolution by president was issued 
for its roles and responsibilities. I joined in 2008, and by 
2009, we started the business continuity management 
(BCM) project. 

During the beginning we sought to do research, and we 
wanted to know what we were missing in this country and 
what we needed. We discovered that BCM was one of the 

important issues to tackle. (See Sidebar “Meet NCEMA,” 
page xx) And in August, 2013 I resigned from NCEMA.

DRI: Why Did NCEMA create its own BCM standard?

MJ: BS25999 was the standard at the time, but we thought 
it was not well-suited to our nation. We started to look at 
other standards, including the Singapore standard (SS540) , 
NFPA1600 (USA) and others, and then we decided to write 
our own standard in Arabic to be more comprehensive for 
the reader but still matching and using same methodologies 
in the standards mentioned.

When we started the first few pages, we thought it would 
work fine because everybody could understand it easily. 
We completed in one year the writing of the standard, but 
it took us two years to get consensus from all the federal 
departments and all the ministries. Finally, in 2012, the first 
version was issued.

DRI: In what ways is your standard different from 
the others?

MJ: Thank you, very good question. When I said that [other 
standards] were not well-suited, what I meant was that 
the language and the way they assumed the reader had a 
background in emergency management, but in our standard 
you can see the engagement of risk assessment taken from 
the ISO31000 throughout BCM.

For people without a huge background in emergency 
and crisis management, the format of BS25999 would be 
difficult. When you talk to a community, some agencies 

DRI’s Interview with 

Mohammed 
Al Jenaibi
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do not even have this management system 
in place. So, you cannot introduce them 
immediately to BCM. Our goal was to simplify 
how we did this in our standard. Within our 
standard, anyone can start and move from 
A to Z in very simple language and in very 
simple steps. 

DRI: Can you tell me a little bit  
more about the state of preparedness  
in the UAE? 

MJ: After establishing NCEMA, one of the  
first things they did was the National Response 
Plan (NRP). The NRP is complete and  
is being distributed to the whole government 
of the UAE, so all entities have prepared  
or are preparing their specific plans which  
can be plugged into the national response 
plan framework.

DRI: What about private sector businesses?

MJ: NCEMA has signed a mutual agreement 
with the Chamber of Commerce to involve 
the private sector, but you know we have 
huge companies who already have business 
continuity for their own interests.  So, they 
are way ahead in advance. On the other hand, 
there are some other smaller businesses that 
have no idea about emergencies at all. I think 
this is because we do not have huge catastro-
phes in this country. Although we do not have 
big disasters, the private sector should realize 
the importance of emergency management, 
how they should be prepared, and how they 
can have their own plans.

Now NCEMA has started educating the 
public. There will be a lot of media and 
publicity by NCEMA supported by the 
Ministry of Interior, Civil Defense, and all 
the stakeholders. They will try to straighten 
out the education and spread the culture of 
emergency management. This is a challenge 
but it should happen within the next few 
years. We are already putting practice in place 
already and we hope By 2018, end of 2017, 
we should be done.

For the private sector, to refer to your 
question, we hope there will be some support 
from either the government or the other 
agencies to the private sector to build up their 
capability, because as you know the capabili-
ties require resources and money. There may 
be some incentives for those businesses, to 
encourage them to incorporate this program 
into their firms. 

DRI: What type of incentives?

MJ: For example, the government could 
encourage the relevant agencies in charge for 
the fees of the renewal of their license every 
year say if they have emergency plans, then 
they are category one. Category one would 
be 30% less or something like that. There is 
another incentive that was also proposed: the 
government  would not sign with any entity or 
private entity unless they have BCM in place. 

DRI: How would you evaluate  
those plans?

MJ: We would have to know whether they 
have plans first, if they are to contract with 
government. then we would have to review 
them in NCEMA or the appointed agency for 
the verification. 

DRI: Tell us about the education and 
training that you provided to these 
different entities, what forms did it take 
and how long did it take.  Were there 
exercises and tests involved?

MJ: In fact, NCEMA has been exercising the 
government agencies since 2010. The first one, 
of course, was like a surprise for some agencies 
to understand and it took some time to digest 
the lessons learned.  I can say very proudly 
that in exercises five and six, everybody knew 
what they had to do and where they standing 
in emergency management

In terms of training, I am sure that more than 
300 officials were trained in NCEMA. This is 
separate from the training that is conducted 
directly from the training providers to the 
entities because they know that they would 
need to train in EM.

I can say  
we are lucky, 

honestly 
speaking. Our 

top leaders, 
from number 

one down, they 
all have been 
encouraging.  

There is no 
doubt that 

we should be 
ready for any 

type of threat.

DRI’s Interview with
Mohammed Al Jenaibi
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DRI: What threats do entities in the UAE face?

MJ:. I can simply say that we do not have natural disasters. 
We do not have it in our history. But you remember the 
swine flu and the H1N1? Those threats were on the top of 
the list at that time, those are the kinds of threats we face.  
But we have practiced and NCEMA staff have gained a lot of 
experience, but threats are very dynamic, whether political, 
natural or manmade. But really what is happening inter-
nationally could happen in the UAE, without a difference 
bearing in mind the first rule of Emergency management 
“always expect the unexpected.”

DRI: You talked about the support that you have 
from the top people in the country. One of the 
challenges that I hear from people in other countries 
is trying to get top management support and to get 
people to listen when they are talking about business 
continuity and its importance. How did you get that? 

MJ: I can say we are lucky, honestly speaking. Our top 
leaders, from number one down, they all have been encour-
aging.  There is no doubt that we should be ready for any 
type of threat. If you talk about big resources like water, 
electricity, power, then you can see threats everywhere. And 
those threats are very devastating. I think because of these 
threats there was no hesitation of the leadership to give us 
a green light to go ahead and prepare UAE as much as we 
could. So it wasn’t as much our effort. 

DRI: Finally, what is your hope of working with DRI?  
How do you think that relationship can help you and 
how can you help us?

MJ: I would say definitely, DRI could help us. The only words 
we can say to DRI is  thank you for supporting our program.

DRI: You have already helped a lot to DRI through  
the important work you do and by taking the time to 
talk with us. 

MJ: Thank you. The word from the top was that education 
is the key to success. So, getting education from DRI on 
emergency management and specifically on the BCM, and the 
methodology DRI is following is very valuable to us. I really 
appreciate the efforts, the cooperation I found with DRI, and 
I hope this cooperation will continue for a long time. 

The National Emergency Crisis and Disaster 
Management Authority (NCEMA) works under 
the umbrella and supervision of the Higher 
National Security Council. It’s the major national 
standard-setting body responsible for regulating 
and coordinating all efforts of emergency and 
crisis management as well as the development 
of a national plan for responding to emergencies.

Therefore, its work is focused mainly in the 
development, consolidation and maintenance of 
laws, policies and procedures of emergency and 
crisis management at the national level.

The establishment of NCEMA was announced on 
14/05/2007 within the organizational structure 
of the Higher National Security Council to ensure 
the safety of the lives of all citizens and residents 
on the territory of the United Arab Emirates and 
to preserve the property of the country.

NCEMA’s Mission is “to enhance the UAE’s capabil-
ities in managing crisis and emergencies by:  
setting the requirements of business continuity, 
enabling quick recovery through joint planning, 
and coordinating communication both at the 
national and local level.”

For more information, visit www.ncema.gov.ae.

Meet NCEMA
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DRI 
Education 
Serves Growing Middle  
  East Market

DRI International recently 
announced a new NCEMA 
component to its Business 
Continuity Planning for 

Auditors (BCLE-AUD) and Business 
Continuity Planning (BCLE-2000 AE) 
courses. While DRI itself is standard-
neutral, the organization’s leadership 
recognizes the need for its courses to 
reflect a variety of standards, of which 
NCEMA is now one. 

“This reflects DRI’s commitment to the 
growing Middle East market,” says DRI 
Managing Director of Global Operations 
Chloe Demrovsky.  “The UAE is a leader in 
the area of regional preparedness and we 
are thrilled to act as a key strategic partner 
with a knowledge and training centre to 
promote world-class excellence.”

About BCLE-AUD
The BCLE-AUD course is accredited by 

the American National Standards Institute 
(ANSI). BCLE-AUD is a four-day, inter-
active program that provides training, 
tools, and hands-on experience to audit 
disaster/emergency management and 
business continuity programs. This 
course provides an overview of the 

audit process and teaches the student to 
audit a business continuity management 
program for conformity to the chosen 
standard. Conformity includes the areas 
of program management, risk assessment, 
business impact analysis, loss prevention, 
risk mitigation, emergency operations, 
business continuity strategies, crisis 
communications, incident management, 
training and education, testing and 
exercises, and program improvement. 

About BCLE-2000 AE
BCLE-2000 AE is a comprehensive, 

four-day course covering the fundamen-
tals of the DRI International’s Professional 
Practices. Students will learn the elements 
of a disaster/emergency management and 
business continuity program, understand 
industry terminology, and learn how to 
use the Professional Practices to develop a 
business continuity management program.

Both courses reflect the NCEMA 
standard and each concludes with an 
exam. Successful completion of the course 
and a passing grade on the exam, is the first 
step toward DRI International certification. 

For information, visit www.drii.org.
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Vendor BCM Planning: 
Don’t Let Your Vendor’s Disaster 
Become Your Own!

You’ve built your business 
continuity management program 
to the highest standards. You 
faithfully maintain it each year. 

You’ve performed exercises to ensure 
everyone’s role is clear. Is it enough? No. 

As companies become more comfort-
able with their own ability to recover from 
a disaster, they are becoming increasingly 
uncomfortable with a vendor’s ability to 
do the same. Regulations and standards 
— such as, OCC Bulletin 2013-29 (United 
States), BDDK Official Gazette No: 26333 
(Turkey), ISO 22301 (international), and 
NCEMA 7000 (United Arab Emirates) 
— are beginning to require companies 
to extend their continuity plans into the 
trusted relationships with third-party 
vendors. In fact, the newest version of the 
U.S. banking regulation, OCC Bulletin 
2013-29, even requires companies to 
look into fourth-party vendor business 
continuity. Fourth parties are defined as 
the critical vendors of your critical vendors 
(thus extending the trusted relationship of 
continuity further).

What does all this mean to you? It 
means that your business continuity 
management program must include 
vendor business continuity management 
to ensure protection from internal and 
external hazards. 

Vendor business continuity management 
(BCM) is a program that extends internal 
business continuity protections to critical 
vendors, suppliers, third parties, and 
in some cases fourth parties. Common 
components include:

•	 Identifying	critical	vendors	

•	 Developing	 minimum	 business	
continuity guidelines and amending 
master service agreements (MSAs)
and service level agreements (SLAs) 
to include the right to audit BCM 
programs

•	 Developing	 an	 internal	 response	 plan	
for the failure of a critical vendor

•	 Creating	 sample	 tools	 and	 templates	
to support critical vendors (they may 
not have the internal knowledge or 
resources to hire a consultant)

If you’re evaluating 

your company’s 

BCM program, you 

need to do more 

than take a good 

look in the mirror.  

Ensure success 

by looking beyond 

company confines 

to see how prepared 

your vendors and 

suppliers are. 

Jerome Ryan



Thrive! | 10

•	 Implementing	 an	 assessment/verifica-
tion program to ensure critical vendors’ 
BCM programs are compliant with your 
minimum BCM guidelines

The Place to Start
The first step in starting a vendor BCM 

program is to understand which vendors 
support the company’s critical business 
processes. This requires the company to 
perform an analysis of all vendors to determine 
those that may be: 

•	 Sole-sourced

•	 Have	cash	flow	issues

•	 Operating	under	a	lean/just-in-time	model

•	 Susceptible	to	other,	related	risks

 If vendors do not fall into any of the afore-
mentioned categories, they may not be catego-
rized as critical or be part of the vendor BCM 
program. However, it is recommended critical 
vendors be evaluated annually or sooner if there 
are major changes/additions to critical vendors.

In some cases, a vendor is more than 
just critical. Some vendors may provide key 
components, without which, the company 
could fail. This is especially true of sole-
source vendors. In the cases of manufacturing, 
consumer products, pharmaceutical, trans-
portation, and other industries, the lead time 
to replace a critical vendor may be too long. 
Not having products on the shelf, combined 
with negative publicity, may effectively shut a 
company’s product out of the market. 

In these special circumstances, a company 
should consider building an internal recovery 
plan to prepare for a vendor’s failure. An 
internal plan should consider available 
external supply/outsourced manufacturing, 
lead times to obtain government (i.e. FDA) 
approval for alternate manufacturing lines, 
as well as safety stock. The company may 
decide to identify alternate vendors, begin 
regulatory approval of second manufacturing 
lines, or move away from the sole-source 
vendor altogether.

Next Steps
For critical vendors, establish a set of 

guidelines that explain the BCM require-
ments with which they must comply. These 
guidelines should mirror the company 
building the vendor BCM program’s BCM 
methodology to ensure a true extension 
of the trusted relationship. Common 
components include:

•	 Senior	management	commitment	

•	 An	established	BCM	methodology

•	 A	 BIA	 requirement	 to	 identify	 critical	
business processes and related impacts

•	 Recovery	plans

•	 Regular	exercises	

•	 Regular	maintenance

These guidelines should be part of all new 
SLAs and MSAs with critical vendors. The 
company also should use the same contrac-
tual language with existing critical vendors 
as contracts are renewed. This will protect 
the company and hold vendors contractually 
liable for their BCM programs. 

Smaller vendors may not have the ability, 
knowledge, or resources to comply with a 
vendor BCM program. It may be necessary, 
and certainly would be helpful, to provide 
vendors with a BCM toolkit to support their 
efforts. Companies should be careful to 
include legal language that holds the issuing 
company harmless and states that use of the 
BCM toolkit does not implicitly or explicitly 
guarantee recovery from a disaster. 

The final step in the process is to monitor 
and verify vendors’ compliance with the 
vendor BCM program. This usually can 
be part of an annual, or regular, vendor 
compliance assessment. To be both productive 
and meaningful, the assessment can be neither 
overly intrusive nor superficial. Questions 
should dig deeper than “Was a BIA completed?” 
and ask about specifics such as the date of the 
last BIA update or the critical processes and 
associated recovery times.

In some cases, 

a vendor is more 

than just critical. 

Some vendors 

may provide or 

represent an 

outsourcing of 

key components, 

so important, 

that failure could 

threaten your 

company’s very 

existence.  

Vendor BCM Planning:
Don’t Let Your Vendor’s Disaster Become Your Own!
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Summary
In summary, a vendor BCM program is 

not only another company policy. Rather, it 
is enhancing and changing the behavior a 
company takes in selecting, evaluating, and 
monitoring its collective vendors. Companies 
must understand that recovery and protection 
have to extend beyond the company walls. 
Modern organizations are integrated with and 
vitally dependent upon many other entities. 
Even companies in service and financial sectors 
are vitally dependent on critical vendors. 
Successful companies focus on their core 
competencies and rely on partners to fill in 
the gaps. 

So, the next time you’re evaluating your 
company’s BCM program, remember to look 
out the door as well as in the mirror. 

Jerome Ryan is CEO of both GRM 
Solutions and DRI Istanbul, where 
he implements and oversees client 
deliverables in crisis management, 
business continuity management, 
emergency response, pandemic 
planning, and other risk management 
practices. GRM Solutions has offices 
in New York and Istanbul. He may be 
reached at jryan@grmsolutions.net or 
www.linkedin.com/in/jeromeryan/

Bio

The March 17, 2000 Philips 
microchip plant fire in Albuquerque, 
NM is one of the best cases for 
vendor BCM programs. Nokia and 
Ericsson, two of the largest mobile 
phone operators in the world at the 
time, both sourced critical microchip 
components from this Philips plant. 
When a lighting strike caused a 
small fire, the plant’s clean room 
was damaged resulting in the loss of 
production capacity. 

Prior to the fire Nokia held about a 32 
percent market share while Ericsson 
held about 12 percent in worldwide 
mobile phone sales. Post fire, Nokia’s 
mobile phone shipments increase 
10.5 percent over the previous 
year, while Ericsson’s dropped by 
35 percent. Why? Nokia reacted 
quickly and had already prepared for 
a critical vendor loss prior to the fire, 
identifying an alternate supplier of 
microchips. Ericsson, on the other 
hand, reacted slowly and believed 
early reports that the fire was small 
and posed no long-term supply risk to 
the supply of microchips.

The total cost to Ericsson was  
over $400 million USD, including a 
second quarter 2000 loss of $200 
million USD.

For Example…
Smaller vendors 

may not have 

the ability, 

knowledge, or 

resources to 

comply with a 

vendor BCM 

program. It may 

be necessary, 

and certainly 

would be helpful, 

to provide 

vendors with  

a BCM toolkit  

to support  

their efforts.
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DRI Istanbul’s 
Business Continuity Forum

Jeff Holland Istanbul is a city of culture, history 
and astonishing architecture – and it’s 
about to become host to DRI Istanbul’s 
first-ever Business Continuity Forum. 

On March 11 at the Radisson Blu in 
Ortakoy, Istanbul, business continuity and 
risk management professionals from all 
over will have the opportunity to learn 
from top industry experts and network 
with colleagues. 

“We’re extremely excited to bring our 
premier business continuity conference to 
Istanbul, Turkey,” said DRI President and 
CEO Al Berman, who also will speak at 
the event. “It’s one of the world’s greatest 
cities with a rich history and is home 
to many excellent continuity programs. 
Business continuity, risk management, 
security, audit and other professionals will 
simply not find a more satisfying learning 
and networking opportunity.”

“DRI Istanbul has put together an 
outstanding program,” said Chloe 
Demrovsky, DRI managing Director of 
Global Operations. “The agenda offers 
unique and insightful presentations 
on a variety of important topics, and 
meaningful discussions for all of our 
guests. DRI International is proud to be a 
part of this event.”

Featured Speakers
DRI Istanbul has brought together a 

variety of business continuity experts from 
the public and private sectors to share 
their experience and expertise, including:

Mustafa Komut 
As Business Continuity Senior Manager 
for Vodafone Turkey, Komut offers a 
unique perspective on Information and 
Corporate Security in the telecommunica-
tion industry. 
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Orhan Topcu 
Currently the Regional Security Manager for Microsoft, he 
has also worked with the UN and the Turkish Emergency 
Management Authority. Not only that, he’s has the distinc-
tion of being DRI Istanbul’s first designated instructor. 

Behcet Cimbaz 
With a background working in public service as well 
as recent experience in pharmaceuticals, Pfizer Business 
Resilience Officer Behcet Cimbaz has insight into fostering 
resilience in multiple sectors. 

Registering for the Conference 
You can attend the conference at a rate of $349 (USD), 

which includes all sessions, lunch, coffee breaks and a 
cocktail reception.

Want to come for free? Register for the BCP 501 refresher 
course, and you can! This 2.5-day course features 16 hours 
of instruction, followed by the Qualifying Examination. 
Instructors take a fast-paced approach to the Professional 
Practices with emphasis on BC planning and the knowledge, 
skills and procedures needed to effectively implement each 
step of the planning process. Registration in the March 
12-14 course entitles you to free conference attendance on 
March 11. 

About DRI Istanbul
The regional affiliate of DRI International, DRI Istanbul 

was founded in 1988 on a mission to make the world 
prepared. It serves business continuity and risk management 
professionals in Turkey, Europe and the Middle East. 

DRI Istanbul’s certifications add value to individual 
business continuity professionals and the organizations 
where they work, by promoting a base of common 
knowledge for the profession and promoting the credibility 
and professionalism of certified individuals. 

Recipients of DRI Istanbul’s training agree. “Not only did 
we learn how to protect our business, but we learned how 
to protect our people and customers,” says certified organi-
zation Microsoft. 

According to Pfizer, “In one short week, we learned useful 
information on implementing emergency management, 
crisis management and business continuity management to 
cover any business interruption.”

Part of what makes Istanbul so special is its 
position as a bridge between Europe and Asia. 
With the Marmara Sea at the south and the Black 
Sea at the north, Istanbul has long acted as a 
passage for commerce between regions, giving 
it characteristics of both the East and the West. 
That’s just one reason it has been dubbed “the 
City of the World’s Desire.”

With an abundance of important historic building, 
galleries and museums, Istanbul has many 
reasons to make such a boast. And with an ever-
growing scene of hot bars, clubs and restaurants, 
trendwatchers are applying a second nickname: 
“World’s hippest city.” 

Here are some must-see attractions for visitors:

Blue Mosque — A beautiful example of classical 
Ottoman architecture, the Sultan Ahmet Mosque 
stands as one of the most famous monuments 
in both the Turkish and Islamic worlds. 

Hagia Sophia — Built in the 6th century by the 
Emperor Justinian, it is today one of the most 
magnificent museums in the world and home to 
astonishing Byzantine mosaics. 

Grand Bazaar — Since the 14th century, the 
bazaar has operated as one of the world’s largest 
covered markets, with 58 streets and over 4,000 
shops. 

Tophane Nargile Cafés— This row of cafés behind 
the Nusretiye Mosque is packed with locals 
enjoying tea, snacks, and tobacco (especially 
during live football matches). 

Hotel Nomade Terrace Bar — Relax in a comfort-
able chair and enjoy a drink on a terrace with a 
lovely view of the city. 

Istanbul at a Glance


